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Approach to Fingerprint Feature Hiding Based on Two-Dimension Bar Code

Zhao Jizhong, Xi Min, Tian Lihua, Zhi Yong

(School of Electronics and Information Engineering, Xi'an Jiaotong University, Xi'an 710049, China)

Abstract: A new solution for the protection of fingerprint information is proposed, in which fin-
gerprint feature information is embedded into 2D bar code to prevent fingerprint information from
being attacked. The direction and frequency information of the fingerprint image is utilized to as-
certain the threshold of the binarization, and PDF 417 encoding is adopted for preprocessing and
selecting the feature from fingerprint image, then the result of the extraction is embedded into 2D
bar. When authentication is needed, the 2D bar is read and decoded to extract the saved finger-
print feature information, and then the aim of authentication and discrimination is approached.
The experiment results show that the method can enhance effectively the security of the finger-
print feature information, likewise the efficiency of identification and authentication is higher,
and also it is feasible for long range secure transmission and high speed type-in, as well as online/
offline authentication.
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